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Chapter 2. Cryptographic Tools

2.1 Symmetric Encryption

Confidentiality with a Shared Secret Key



Learning Objectives

O|H Section0f|AM{= Symmetric Encryptiong| 7|2 =2} =2 7Y b5

Ct.

o
L
ror

Learning Goals

Symmetric Encryption2| 7|2 FZ=Z 0|3l BtC}.
Plaintext, Ciphertext, Secret Key2| 21&tE O|al{ StCt.
OtX &t Symmetric Encryption2| =AHE 0|3l Stt.
Secret Key D|str|but|on0| SR st = Qo
e

Block Cipher?.} Stream Cipher_°_| X}0|Z o[l &iCt.
DES, 3DES, AESo| 2tX S 28 0|55t}
ECB Mode2| Pattern Leakage 2X|E O|alf StCt.
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1. Symmetric Encryption

Encryption2| 7}& 7|2X 0l 2X 2 Data2| ConfidentialityE E&5t= Zo|C}.

ol
Eal

1o

2 QU&= PlaintextZ Unauthorized EntityZ7} 0|3317| 01242 Ciphertext2 B &t5HC}.

Plaintext
4
Encryption

U
Ciphertext

Symmetric Encryption®f| A= Sender2} Receiver7} S8t Secret KeyE AL BiCt.

Symmetric Encryption2 S8t Secret KeyZ 0|&3}04 Encryption} Decryption2
S#sict.
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1-1. Components of Symmetric Encryption

Symmetric Encryption0i| = CHX 74X| 7|12 2471 UL

Basic Componen

Component Meaning

Plaintext ot5515t7| Mo 22l Data

Encryption Algorithm Plaintext& Ciphertext2 i &t5t= Cipher

Secret Key Encryption@} Decryption0] At == HIZL

Ciphertext Encryption2e| Z1}Z DS 0{Zl S 3=l Data

Decryption Algorithm CiphertextZ CIA| PlaintextZ2 22|
Encryption Algorithm2| S&F2 Secret Keyoi| L2} &EFXICE

Symmetric Encryption2| Security= Cipher2} Secret Key 2 50i| 2| =86tCt.
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1-2. Requirements for Secure Symmetric Encryption

Symmetric Encryption & QM SIHA AFE5IE ™ F 71X =AH0| S5}t

1. Strong Encryption Algorithm
S AKX} Algorithm & &1 QU1 CiphertextE 7HX| 10 JUO0{E
PlaintextE 2 5}HL} Secret KeyE 0oLl = Z 0| od*'&, 2 0o{z{{|of StCt.

2. Secure Secret Key

Sender®} ReceiverZ} Secret KeyE QtXsHA| 275t a1 2S5l 0 5iCt.

Secret Key 0
El Datags ESE Sillf.
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How do Alice and Bob securely obtain K7?

The same secret key must be shared before encrypted communication.

Alice K Key Distribution K Bob
Channel
Uses secret key K Must protect K Uses secret key K

4 Attempts to intercept K
1

Eve (attacker)
If Eve obtains K, she can decrypt intercepted ciphertext:
Y=FEx(X) = X=Dg(Y)

Secure key distribution is itself a security problem.



1-3. The Key Distribution Problem

Symmetric Encryptiond| M= Alice?} BobO| Z+2 Secret Key K& 7}A 0F &I}

ILF2FA] Encryption2 A|ZHSH7| &of| HA s ASHoF 5= 2|71 Ut
How do Alice and Bob securely share k?

Secret KeyE OIMSIX| 242 NetworkE EdH ICHE M EICHE

ZAX EAIE =X5H0] Secret KeyE & =8 %= QlC}.

Symmetric EncryptionO| A= DataE QtMGHA| LS 5t5H= ZI8 OfL|2} Secret KeyE

2HMSHA ER5tE A= S25ICH
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2. Attacking Symmetric Encryption

Symmetric Encryptiong S5t 2HE 37| F 7HX| 2E|M Mzhe 5= ot

Cryptanalysis Brute-Force Attack

Ciphero| #z=2 £E45 EM4alCt. Ciphere] =% EME 0|86}x| &
5 1 7Hs 8t Secret KeyE =H A =6t
SHARILAE Y £ s YE: o,

» Ciphertext
» Plaintexte| LEIMHOI EM

» Plaintext-Ciphertext Pair Ky, Kz, K3, ...

Key Space & EtMSI0{ SHIE KeyE

=ct.

)
ol

Cryptanalysis= Ciphere| EME 0 11, Brute Force= Key Space XA £ EfASICE.
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2-1. Cryptanalysis

» Encryption Algorithm2| 2=
» Ciphertexte| E%l

» Plaintexto| Ldtxo| EZ|

>

=20

2tz{ Xl Plaintext-Ciphertext Pair

Cryptanalysis9| &2 SE &= ct2nh 2t

» E7 PlaintextE Recover

» AF2El Secret KeyZ Recover

Secret Key S OILHE Sl T Key2 &S 5IEl CHE Message = =818t 2= QICt.

Cryptanalysis= 756t 2
olgsto] Bzg o

Fl'lf
Y
°
o
r
i
=)
o
=2
D)
1o
Jm
0x

8/53



2-2. Brute-Force Attack

Brute-Force Attack2 7Hs 8t Secret KeyE StLt4 = A| == 30|t

Key Length7} k bit2t™ 4S8t Secret Key Q| =

56-bit Key — 2%

128-bit Key — 2128

7Hel Fhs Bt Key7t ZRHBICE

Key LengthZ} Z7}5+2 Brute-Force AttackO| EfAHS{OF SH= Key Space= X|$E Q2
Botstct.
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3. Symmetric Block Encryption

71E 92| AF2 == Symmetric Encryption Algorithm 2| EH &= Block Ciphero]|C}.
Block Ciphere= Plaintext2 O™ =l 37]9| Block tHe| 2 X 2|8t}

Zl Plaintext=

P1,P2,Ps, ..., Pn

]

} Z+2 Fixed-Size Block@ 2 L}&CL.

Zt Plaintext Block2 Secret Key K& 0|235}09

2} Zto| Ciphertext Block@ 2 HS=IC

-

Block Cipher= DataE XSt 37(2| BlockS Z LI501 2} BlockS & 3}6tct.
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Block Cipher: Basic Concept

Plaintext stream partitioned into b-bit blocks

P P P3 - P,
b bits b bits b bits b bits
A A A A
Encryption Encryption Encryption o Encryption
Ex Ex Ex Ex
Y Y \ Y
4 Cy Cs s Cy

Every Ex uses the same secret key K
Fixed-size blocks P, C; € {0,1}*
C; = Ex(F)

Single-block transformation shown. A mode of operation specifies
how the block cipher is used to encrypt a complete message.




3-1. DES, 3DES, and AES

CHE X 2l Symmetric Block Cipherof|&= DES, Triple DES, AES7} UC}.

Symmetric Block Ciphers

Algorithm Block Size Key Size

DES 64 bits 56 bits

Triple DES 64 bits 112 or 168 bits

AES 128 bits 128,192, or 256 bits

DES — 3DES — AES

2t Algorithm £ Security 2} Efficiency EHO|AM M2 T}

i
am
Jal
o
N
A
o

DESQ| 5HH|E E&t5t7| 2|8l 3DESTF AL ST, 0|F AESTF HCHAE Q1 Symmetric
Encryption Standard 2 Xt2| &QUtCH.
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3-2. Data Encryption Standard (DES)

DESE= 19774 BEFESHE cHEH 0l

I

7| Symmetric Block Ciphero|C}.

Block Size: 64 bits

Key Size: 56 bits

st gz A8 E

2 Cryptanalysis A=2| ci&to| &

vvyyvyy

DESO| 7tz & M A QI 57| = 56-bit Key Lengtho|C}.

956

0|2 2 Computing PowerZ} S7}+5HHA{ Brute-Force Attackol| 23| Ot SIHX| Q4A|
= AL

DESQ| Ef EX QI Security Problem2 Z2 Key LengthZ 915t Brute-Force Attack 7Hs

dojfct.
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3-3. Triple DES

DES2Q| Key Length 2X|E 2 2t517| 2|5l DES Operation2 M| $1 M &3t= Triple DES7F
AHS=|ACt.

Plaintext
13
DES
13
DES
12
DES
13
Ciphertext

Triple DESE = 7H s M| 7H2| KeyE 0| 8510

» 112-bit
> 168-bit

FE| KeyE A E + QUCh

BFX| 2k DES Operation2 M| ¥ $=85}7| W 20| ATHE o2 w2|ct= 2/ 7} UCH

3DESE DESS| B2 Key Length x| & 2 2+SHX| 2L, Efficiency S HO|A 84| & 7HZICt
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3-4. Advanced Encryption Standard (AES)

DES2} 3DESE CHAISHZ| 2IsH NIST= AH 22 Encryption Standard & M ™St Ct.

Z[ES X 2 Z Rijndael AlgorithmO| MEHE|0{ AEST} E| AT}

AESS| F2 SFS ctg 1 2t

Symmetric Block Cipher

Block Size: 128 bits

Key Size: 128, 192, 256 bits

Hardware2} Software0f|AM EXQ 78 7ts

vvyyvyy

AES-128 AES-192 AES-256

AES= DES2} 3DESE CHA| St CHEZX Q1 §Cl Symmetric Block CipherO|C}.
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4. Encrypting Multiple Blocks

AIX|| MessageLt} File2 5}Lte| Block 2Ct &M 3L}
L2t AIX| DataE & 35t5t2{™ ZI PlaintextE 012{ Block@ 2 L}5=0{0f &iCt.

P1,Pa,...,Pn

J2{H M22 220|427

How should we encrypt multiple blocks?

Zt BlockE {27 HZA5t0] &S 3565H=X|o| 2} Security EM0| H2& 4= UL}

Block Cipher R}X| 7+ QtFSHE 2t 0121 Blocko]| Cipher& = 25t= 2hAl0| QtE S|
248 & Utk
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4-1. Electronic Codebook (ECB)

0{2{ Blockg A& 35}5H= JHat Chst Wi &= StLE} Electronic Codebook ModeO|Ct.

ECBOJ|A{= Zt Plaintext Block2 Z+2 Secret KeyE 0|&3510] SEIX o2 US55t}

Ci = Ex(P))

PL =G

Py — Cy

P — C3

2} Zto| Zt Blocko| M2 E2IX o2 Xz|=Ct

ECBE TZ7} BHEBIRILH 24 Blockg SR O R ASBHeicts S5 7ot
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ECB: Repeated Blocks Reveal Patterns

Each block is encrypted independently with the same secret key K.

Plaintext block sequence

PA PB PA PC PA
v v v v v
Encryption Encryption Encryption Encryption Encryption
Ex FEx Eyx Ex Ex
v v v v v
CA C]-} CA CC CA

Ciphertext block sequence: the repeated positions remain visible

Pi=P = Ex(P)=Ex(P)

Pattern leakage: ciphertext reveals equality of plaintext blocks.




4-2. The ECB Pattern Problem

ECBUME= Z2 KeyZ SAUSt Plaintext BlockE t&3}k5+3 S5t Ciphertext BlockO|

2SO0 EICt
Pi =P
o|H,
EK(Pv) = EK<P/)
o|ct.

jatA ZZXITE Plaintext] AlN| LH2 S x| R5tEatE

» O{tH Blocko| HHE2 E[=X|
» Dataoi| O{t Patterno| Zx{st=X|

g pare 4 Utk

et

19/53



4-3. Block Cipher Modes of Operation

ECB2| 2XIZ s 2517| $I5H Block CipherE 0121 Blockoll & &5t= CHEst Mode of
Operation0| 7H&t=|AC}.

Al 22 L Plaintexto| BH=&{ Q| Patterno| Ciphertextol| JICH 2 LIELIX| FEE 5t=
=3

e

I

2 Siefats 24t

7F LIEHLER] 94 =5 Block Ato|o| #AILE F=I7HA 0l g2 o|88tct

OFX St Encryptiong2 QIsHM =
Operation2 AI25t= AE S235iCt.

Z2 Cipher2 MEHSH= Zd8 ofL|2} & A St Mode of
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5. Stream Ciphers

Stream Cipher= Block Cipher2}l &2| Data& %2l Stream HEHZ X 2|FtC}.

Secret Key KE 0| 28}0{ Pseudorandom Keystream S 4§44 5tc},

Secret Key K
I

Keystream Generator

I

Keystream Z

MM | Keystream 2 Plaintext Stream 3} Z&H5+04 Ciphertext Stream2 gt

rin
jinl

Stream Cipher= Secret Key 2 £E{ MM =l KeystreamE 0| 25104 DatagE HEHFHOZ
US55t
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Stream Cipher: Encryption with a Keystream

‘ Secret key K ’

v

Nonce / IV Decryption
. —»‘ Keystream Generator
(when required) Use the same keystream
Keystream
Z17 Z27 Z31 s
Plaintext stream | - XOR ‘| Ciphertext stream
My, My, My, .| i GG G
Ci=M;® Z;

Process successive bits or bytes as the stream advances.
@ denotes bitwise XOR.



5-1. Encryption and Decryption with XOR

CHE X2l Stream Cipher TR0 A= Plaintext®t Keystream £ XORS}0{ & 5}5ict.

Encryption:

C=MaZ

Receiver7t S5t Keystream Z8 A&t == UCtH

M=CaZ

2 Decryptiong = QIC}.

O] XOR2| Chg Y& m &0t

ABB®B=A

xRz,

CoZ=Ma2)eZ=M

o|ct.

Sender®} Receiver7} S8t Keystream 2 A4 A8t 5= QJCte XORE 0| 35}0 Encryp-
tionT} Decryption2 =88 = QIC}.
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5-2. Block Cipher vs. Stream Cipher

Block Cipher vs. Stream Cipher

Block Cipher Stream Cipher
Processing Unit Fixed-Size Block Bit / Byte Stream
Basic Operation Block ©t2| 2 Cipher Mg Keystream2} Plaintext Z &t
Output Ciphertext Blocks Ciphertext Stream
Typical Structure Ci = Ex(Py) G=MaZ
Examples AES, DES, 3DES Stream Encryption Algorithms
. J

& "hAl B = Secret KeyE AF23SH= Symmetric EncryptionO|Ct.

XI0|= Datag Xz|5t= 7|2 T2l Encryption 7Z=0i AL

Block Cipher2} Stream Cipher= 25 Symmetric EncryptionO|X|2t, DataE X Z2|5t=
S = ==
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6. What We Learned

0|t Section0f| A= Symmetric Encryption2| 7|2 FXE At HQtC}.

» Symmetric Encryption2 Sender2} Receiver7} S 6t Secret KeyE A SiC}.

» QA SE Symmetric Encryption2 2Ia{ A= Strong Encryption Algorithm I} Secure
Secret Key7t & 5tC}.

» Secret KeyE tE5HA 2Rt

» Cryptanalysis= Ciphere| EM
AU BT

» Block Cipher= DataZ Fixed-Size Block Bt 2 X 2|5t}

» DESS} 3DESE HX AESZ} i EX QI i Symmetric Block CipherZ} =}t

Key Distribution ProblemO| =X} &tC}.
0|£35}+1, Brute-Force Attack2 Key SpaceE&

—
e

20

=

» ECB2} Z+0| CipherZ AIR35tH= ghAlo| ZH2 =T Plaintexto| Pattern0o| =&& %=
UEE.
» Stream Cipher&= Keystream 2 A4 445109 Plaintext Stream o} A gtstct,

Symmetric Encryption2| Security= Z+st Cipher# OfL|2} Secret Key2| 2|2} Cipher
E At8vote Ao = 9| &St
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Chapter 2. Cryptographic Tools

2.2 Message Authentication and Hash Functions

Integrity and Authentication



Learning Objectives

O|H Section0f|AM{= Message Authenticationd} Cryptographic Hash Functiong| 7|2
W 2 st&stot.

Learning Goals

» Confidentiality2} Message Authentication2| X}O|E O|sH{ GtC}.

» Message Authentication Code (MAC)2| 3&tZ O|of SHCt.

» Hash Functioni} MAC2| XtO| £ O|3SHStCt.

» Secure Hash Function®| L Security PropertyE 0|5l StC}.

» Preimage, Second Preimage, Collision ResistanceE 7+ 2¢& == UCt
» Birthday Paradox2} Collision Security2| 27| £ 0|35l StC}.

> SHA 7Z|gdo| 7|E2x0l wX 522 0|55t}
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1. Why Message Authentication?

2tof| A= Encryption2 0|&35}0{ Data2| ConfidentialityE E &35t}
Attacker reads the message —  Encryption

SHXIZ B2XI7} Message B 9= W OFLIEL HHY 2= Yck

Original Message
13

Attacker modifies the message

13
Modified Message

CHetM o2t 22 FE2 5 235l

» Message7t S7H0l| HAE K| UU=T}?
» Message7} AlA| Sender 2 2E{ gH=71?

Encryption2 F=2Z ConfidentialityE M| Z3t1, Message Authentication2 Integrity 2}
Source Authentication2 2ol 8tct.

27/53



1-1. What Should Be Verified?

Message AuthenticationOf| A= Received Message7} Authentic8tX| &QIStC},

> Integrity
Message2| LI 20| HZA S| X| =7}

» Source Authentication
Message7} F=ZH=l Sender2 2| =717

» Timeliness
22 =l MessageZ}F K| =L} ReplayEl Zd L OFL7}+?

» Sequence
Message@| &=AM7t HAE|X| RA=717

Message Authentication2 Message2| Lif 28 o}L|2} Source, Time, Sequence2} 2+
= ZXM=E o E = Ut
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1-2. Is Encryption Alone Enough?

Encryption =l Message7t HAH& © 2 DecryptionE Lt SfA{ Message7| B = = X|
OFRICI HEAFSH = OiC},

LS A
ECB Mode £ M I35l £ X}.
G =E(P1), Co=Ex(P2),  C3=Ex(P3)

SZAX7} Ciphertext Block2| &AM Z HFR D

C1,6,6G — 6,06

Receivers 0{A 3| Z} BlockS HAIE O 2 Decryption® 2= ULt
Ps, Py, Py
SHX|BF MA Message| ojoj= A E £ QUch.

Successful DecryptionO| Message IntegrityE 2 &H6t= 22 OfL|Ct.
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2. Message Authentication Code (MAC)

Message Authentication2 2|t CHEX QI BHHO0| Message Authentication Code (MAC)
o|Ct.

Sender2} ReceiverZ}| Secret Key K& Z2F6tct StA}.
Senderi= Message Mof| CHal

T = MACk(M)

M T

017|M T= Messageo]| i &t Authentication TagO|LC}.

MACE Message 2} Secret KeyZE 0|23}10] MessageZE ZS5t7| 2|8t Authentication
TagE st
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2-1. Verifying a MA

Receiver= S8t Secret Key KE 74X 10 QICH.

Received Message Mof| Ejal

T = MAC((M)

S CHA| Al abgict

2|11 Received Tag T2} H|m Bt}

it

Match  —  Accept

Not Match  —  Reject

FZX}7} MessageE MO 2 HZGIH SHIE Secret Key 210]

MACK(M)

MAC Verification 2 E3H| Message Integrity2} Source Authentication 2 2018t 4= QIC}.
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2-2. Authentication vs. Confidentiality

MAC XtH| = MessageE A& 5I5HX| Pf=Lt.

M || MACk(M)

Different Security Goals

Confidentiality Integrity / Authentication

Encryption Yes Not necessarily

MAC No Yes

Confidentiality 2} Authentication0| 25 & Q3 Encryption} Authentication 2 &t
AFEE 5= QUE

Encryption} Message Authentication2 A{Z C}2 Security Goal2 M| Z238tC}.
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3. What is a Hash Function?

Hash Function Variable-Length Message & 2|2€t0} Fixed-Length Hash ValueE
it

h = H(M)

Message M
12

Hash Function H

4
Hash Value h

Hash value= ct21 Zo| 27|

e

C}.

» Hash
» Message Digest
» Fingerprint

Hash Function 37|7} Ctet DataE DA El 37(2] Hash Value 2 &St}
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3-1. Hash Function vs. MAC

Hash FunctionZ} MAC2| & 28t XI0|i= Secret Key2| A} 0 £0]|Ct.

Hash:
h = H(M)
MAC:
T = MACk(M)
Hash MAC

Input Message Message + Secret Key
Secret Key No Yes
Fixed-Size Output Yes Yes
Authentication By itself, No Yes

Hash Function XF&|0l| = Secret KeyZ} 917| i 20i| HashBt2 2 SenderZ Authentica-
tion& == Qict.
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3-2. Why Is Hash Alone Not Authentication?

Sender7} CHE 8 M&BCID MZis =R}

M| H(M)

SZHRXII} Message S

M— M

o= HFE = AUt

Hash Function2 B71E|0{ Q222 SHXT M2 HashE A4He 3= UCh.
H(M)

J2|;

M| H(M')

2 Receiver®f| | M&& 4= QU

Receiveri= Hash@te 2 o|2{8t 324 g F2& = gich

Hash Function2 Message?2| FingerprintE QHSX|3t, HashBtO 2 = Message Authen-
tication2 M| Z5HX| gH=ct
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3-3. Authentication Using a Hash Function

Hash Function0f| Secret KeyE ZAEH51H Message Authentication0f| AF2&H &= Q/C}.
wxjel 7|2l o § MZistH,

[y g}

=HKIMIK)

o
o

Sender®} Receiver@t Secret Key KE &1 Qoo 2 ZZAXH= MessageE HA
SHIE TagE M4s5t7| ofz{of Sict.

AN ZEXQ HHOZ = HMACO| 22| AL EICH

Secret Key2} Hash FunctionE2 Z €501 Message Authentication CodeE M & 5
ol|:|.
Qlct.
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4. Secure Hash Functions

H>

Cryptographic Hash Function2 tta3]| Fixed-Length Output2 Tt=E= Hoto 2 SE25}X|

24Tt

CHE Ol Security Property= C}2 1} ZiC}.

1. Preimage Resistance
Hash Value22E{ |2l InputE 3t7| 02120t sl

-

C}.

2. Second Preimage Resistance
ZF0{Zl Messagel} Zt2 Hash& 7}X|= CFH2 MessageE &t7| 0242/ 0f &t

3. Collision Resistance
€2 Hash& 7tX|= O F MessageE He A= 0{2{%|0F Stet.

Secure Hash Function2 One-Way Property 2} Collisiond| CHst M &M 7} of St
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4-1. Preimage Resistance

Hash Value h7} Z=0{ Mt 5}&}.

HX) = h

Forward Direction2 #{7| | AF&h &= QUX| T,

2} Z+2 Reverse Direction2 SHAMoZ of2{Q{of SiCt.

0| Z Preimage Resistance == One-Way Property2t1 Sict.

E 7 Hash ValueZ} F{F S i 1 Hash& Bt=&= Input2 37| o{2{ o sict.

38/53



4-2. Second Preimage Resistance

y#X

H(y) = H()

Z ObEsH= Cf2 Message y 2 &t= Zo|ch.

x — HKx)

Yo
o
e
o
T
o1}

1%

=
i
N

bx

= C}E MessageE H0tM = of St

Z=0{Zl Message 2t S5t HashE 71X|= CHE MessageE &t7| 0f2{2{of Stc}.
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4-3. Collision Resistance

Collision AttackOf| A= & MessageL} Hash Value7t O|2| Z0{X|X| Qt=C}.

BZAX= OFF F Message x, y S S0t

ol

X#y

Hx) = H(y)

(x.y)

T Inputg 2% AFEA MEHE £ UCh

0| ZHo| Preimage Attack®} Collision Attacke| =8t Xto|o|C}.

Collision Resistance= Zt2 Hash
£ PropertyO|Ct.

ofH = Message2}tE &7 of2{9|of sict
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5. Security Strength of Hash Functions

n-bit Hash Function2 Z=[cl

on

7§2| MZ C}Z Hash ValueZ J+& = QUCh

SHx|gt 3H2| SR 2t 228 AlME2 MZ ct=ct

Ideal n-bit Hash Function

Attack Approximate Work

Preimage
Second Preimage

Collision

Collision Attack2 £7X Hash ValueZ 3t= Z0| ofL|2}, Z2 HashE JIX|= ot &
Inputg zto™ =},

Hash Output LengthZ} n bit2t SiM 2E
A2 ot

OH

Zof| thal n-bit SecurityE M B5H=
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5-1. Why Does Collision Require 2"/2?

Collisiond| M= £3 Hash ValueZt S &7t ofL|ct.
2R} q7H2| M2 CHE MessageE BHSUCHT BHA}
My, Ma, ..., Mq
Z+ Message2| HashE 7| At5tH
H(My),H(My), ..., H(Mq)
£ ge=rf

0| HashE AtO|0f|AM H| W& 2> Q= Paire| =

olct.

= Messageo| =7+ 715+ |l 7458t Paire| = o g2 22 F7}3Ich

Collision2 &tLte| M3l Al Hash& gt
7HX|= Pairg = 2X0|ch

M7} ofu|zt, B2 Hash & &2 w8

R
rir
Ho
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5-2. The Birthday Paradox

Birthday Paradox= Z2 RIz|Z o|al{ & == QUCh.
365702| 7Hs §t Birthday 7t QUCtD St
E7 AH3fTt Z2 BirthdayE &&= A1

Any two people have the same birthday

3= A2 MZ of2 2xloch
23%0| 20|H J}s 8t Paire] £
23
=253
(2)
JHolct.

whatA 2358E Q0| E 2+ BirthdayE 7%l Pair7t Zxf e 222 oF 50% 7+ EIck.

At2te| = Mo = AFZY ALO| 2] Pair= &M k27| S7F5tCt. 0]Zd0] Birthday Paradox
of s Mo|ct.
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5-3. Birthday Attack on Hash Functions

n-bit Hash Functionofl =

7H2| 7Hs8t Hash Value 7} QUL

q7H2| Message & Hasha}® H| @ 7Hs Bt Hash Pair= cH2k

2

q
It gt
Collisiono] Lt HEo| # 28 M2t5tH
@ao
olaz,
g~V
o|ct.
whabaf
g 202
7t et

Birthday Attack mj 20i| 0|4= 2l n-bit Hash Function2| Collision Security& 2F n/2
bito|ct.
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5-4. Example: 128-bit Hash

128-bit Hash Functiong A Zts 2 X}
7t 8t Hash Value| &

2128
JHolct.

E 7 Hash Valueo]| Cif &t Preimage £ &toz{™ o|AtXo 2 of

2128
FE| A dto] ZR35tet
SHX| 2t Collision 2 Birthday Attack i 20i|
9128/2 _ 964

Attack Approximate Work

Preimage 212

Collision 2%
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5-5. What Does SHA-256 Mean?

SHA-2562| “256”2 Security Level2 Z|& 2|0|5t= Z0| OfL|C}.
SHA-256 2 Variable-Length Input2 2 £ E{ 256-bit Hash ValueE

SHA-256
M == h

|h| = 256 bits

O|A+&{ Q1 256-bit Hash FunctionO|2tad

» Preimage Attack: approximately 22%6
» Second Preimage Attack: approximately 22%6
» Collision Attack: approximately 2!2%

SHA-2562| “256” 2 Hash Output LengthO|C}. O{fH 2248 T2{st=X|0f| 2} Effective
Security Strengthi= =2t& %= /C}.
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6. Secure Hash Algorithms

CHE A QI Cryptographic Hash Function @2 Secure Hash Algorithm (SHA) A &10] QJC}.

SHA Family

Algorithm Hash Output Length
SHA-1 160 bits
SHA-256 256 bits
SHA-384 384 bits
SHA-512 512 bits
. J

SHA-256, SHA-384, SHA-512 & SHA-2 Familyoi| &tct.

SHA-3= SHA-1 2! SHA-22} CHE X E AFZ5t= Hash Function FamilyO|C}.

SHA Algorithm 0| E9| =Xt= YEtX o Z MM =|= Hash Value2| Z0|E LIEILHCY.
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. SHA-1, SHA-2, and SHA-3

SHA A2 A|Zto| X|LHHAM A 22 Algorithm @ 2 L& sl gFct.

SHA-1

SHA-2

SHA-3

» SHA-1
160-bit Hash Value & A4 A4 &tct,

» SHA-2
SHA-256, SHA-384, SHA-512 52| Algorithm & Z&t5tct.

» SHA-3
SHA-13} SHA-2Qt= CHE LYY 2 XE ARSH= 2 £2| Hash Function Familyo|C}.

Secure Hash Algorithm & Security 2 72} Cryptanalysis2| &tX0f| w2t 22 E=0|
JHet=|of Bt
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7. Other Applications of Hash Functions

Cryptographic Hash Function2 Message Authentication 0| 2|0l = C}2F5t Security
MechanismO{|A{ A EICT

CHEZ{Ql ofl = Ch3 o 2ot

» Password Verification
Password AFA| EHAl Password 2 2 E{ 7| AFSH Hash ValueE 0|2 &iC}.

» File Integrity Checking
ot ol Hash ValueE XM&s £, LhE0i CHA| A|Ak5H0{ T 0| HZA S|} =X
stolsict.

» Digital Signatures
KA Message CHAI Message DigestE 0| 23101 & 2 Digital Signature&
A8 5 QUL

Hash Function2 Data2| Compact FingerprintE M| Z25t7| | 20| S Security
Mechanism@| 7|2 =32 Al2EICt.
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7-1. Hash Functions and Passwords

Password P XFX| 2 X &HSH= CH4l Hash Value S X AHSHCED M ZHH & A}

Registration:

Stored:

H(P)

Login A| AF2X}7} 21235t Password P/ of| CHaH

H(P)

£ 7| Ak5t2 Stored Hash @} H| m&tc}.

H(P') £ H(P)

Password Verification0f| A = 221 =l Password 7} S8t HashE& Bt= =X| &9215101
PasswordE ZAZ &t £ cC}.

50/53




7-2. Hash Functions and File Integrity

0| A E| QA=K BH0I517| 9I5| Hash Function2 A8t 2= QlCt.

22l File Fofl cHal

h=H(F)
£ 7 atsto] oI AMBBICH
Lt 0i| File F'ofl cHal
h = H(F))
5 ChA| AAkBICE
=Ellnl
nih

& H|msict

Hash Value7} Ct=H Fileo] MZE|UCt= AE & 5 QUCh

Hash Function2 File2| Fingerprint2 A#A15}04 Data Integrity2 &Qlst= of| A&t
= Aok
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8. Encryption, MAC, and Hash

K| Z7HK| B2 Cryptographic Tool2 H| w3 £ A}.

Different Cryptographic Tools

Encryption MAC Hash
Secret Key Yes Yes No
Confidentiality Yes No No
Integrity Not necessarily Yes Can detect changes
Source Authentication Not necessarily Yes No
Typical Output Ciphertext Authentication Tag Message Digest

2t Cryptographic Tool2 MZ C}HE Security Goalg /5 A+ EIC.

Encryption, MAC, Hash= H|=s5H 2 %= QUX|2F & 1} Security Property 7} M2 C}
2ct
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9. What We Learned

0| Section0j| A= Message Authentication} Hash Functiong2 At 2 QtCh.

Encryption2 F2Z ConfidentialityE M| 36t}

Message Authentication2 Integrity 2} Source AuthenticationE &ol

MACE Message2} Secret KeyE 0|2735}01 Authentication TagE A

Hash Function Variable-Length InputZ Fixed-Length Hash Value 2 £ &t5HC}.

Hash Function XFX|0| = Secret Key7t @12 2 2 Hash@t2 Z Source Authentication2

XN Zs5HX| ef=Ct.

Secure Hash Function0f|= Preimage, Second Preimage, Collision Resistance7}

Zaslct.

» n-bit Hash2| Preimage Security= O|AXH o 2 2F 27 0| X|3F, Collision Security=
Birthday Attack [t 20f| 2F 27/20|C}.

> SHA-2562| 256 Security LevelO| OFL|2} Hash OQutput LengthE 2|O| &t

ct.
ct.

o ok

vvyVvyyvyy

v

Cryptographic Tool& AF2 &t il = Algorithm XF&|| 22 oL |2} 015 Security GoalD} Attack
£ 12{5t=X| o|aHiaH of St
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Thank You

Questions?



