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Chapter 1. Overview

1.1 Computer Security Concepts

What Do We Protect,
and What Does “Secure” Mean?



Learning Objectives

0| SectionO| M= Computer SecurityQ| 7}&t 7| 2& 0| 7HA 0} 204 b2 S}

1%
i
!

Learning Goals

» Computer Security2| 7|2 28 g MU 4= Q||

» Confidentiality, Integrity, Availability2 1&gt £ QlCt

» Authenticity2} AccountabilityQ| 2|0| & O|sH StCt.

» Security ImpactE Low, Moderate, High2 128 %= QIC}.
» Computer Security7} 01242 0|82 M st £~ QICt.

» Asset, Vulnerability, Threat, Attack, Risk2| 2t £ 0|5l StCt.
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1. Three Fundamental Questions

Computer SecurityE O|s3t7| I HX M| 7tX| E 20| A|ZFSICE

1. What assets do we need to protect?
2. How are those assets threatened?
3. What can we do to counter those threats?

Ol S S0f Chete] JEAIAHS MZISHEAL

Student Records
I

Unauthorized Access / Modification / Service Failure

I
Access Control / Encryption / Backup / Monitoring

2/83



2. What is Computer Security?

Computer Security= X =88 ofL|2} Computer System MX|2| XIS ES5t= HS
o|ojstet.

» Hardware

» Software

» Firmware

» Information / Data

» Communication Systems

Computer Securitye| s Al SE = I A M| 7HX|0|C}.

Confidentiality Integrity Availability

Computer Security2] 7|2 S E&= HEQ} A|AH] X2 Confidentiality, Integrity,
AvailabilityE E25st= Zo|ct.
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3. The CIA Triad

=

Computer Securitye| M| 7}X| Al 2F E CIA Triad2t St

Security Goal Main Question

Confidentiality S{7tE|X| 42 AEO| HEE & = JEs71?
Integrity HEFAARE UE = USTI?
Availability LS A|AHD HEE AIEE = Js71?

Confidentiality + Integrity + Availability

CIATriad= 0| = C}2FSt Security Problem2 E&5t10 2AM5H= 7H& 7|22 92l Frame-
workO|C}.
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4. Confidentiality

Confidentiality= 3{7t=|X| 42 AFEXI0IA HEIL SIHEX| 4 =5 St= A0|Ct

Confidentiality

Concept Meaning

Data Confidentiality Private 5t = Confidential Information0| Unautho-
rized Individualof|A| 2705 x| LY== &t

Privacy JHolmt 2 E YEIOEA &, HE A R
==X SHE = U=F &

Stao| Mx MBS CfE SHY0| 517} 2lo] LRIBHUCE
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5. Integrity

Integrity= EE 2t A|AHI0| SIS K| @82 WA 2 HAEX| YEF 5h= AO|CH

Integrity0ll = 5 7tX| 0| QUCt.

Concept Meaning

Data Integrity Information 2} ProgramO| Authorized Manner 2t
CEE

System Integrity SystemO| Unauthorized Manipulation g10| 2| =&l

g HusoR sHs

24 2| DatabaseO|A StALe| 2E{X| MEV} eto|Mo 2 B A QT

Allergy = Yes — Allergy = No

= Loss of Integrity
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6. Data Integrity vs. System Integrity

Integrity= Eta3| “Data7} BIgH=7}1?"0t2 2|0|5}HX| =C}.

[ y—

Data Integrity System Integrity

Ci|0|E{ 7} &{7tEl Hhalo 2ot H 2 =|0f A|AE XEX 7|5t 7|52 HAMR o
Of sict. 2 sl o ot
o : ol

» Database Record » Server Operation
» Configuration File » Control System

» Program Code » Robot Behavior

» Command Message » Autonomous System

HIO[E{7} YO0 = A[AE] S0 ZAEQUCIH System Integrity 7t E5HE =~ UCt.
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7. Availability

Availability= Authorized User7} E 8h i A|AE|I D} ME|AZ AL
Zojct.

o
=+
30
il
Jh
_Qﬂ
mr

Authorized User
1
Request
1

System / Service

1
Timely and Reliable Access

Availability 7t 74 X| = CHEF QI Atgt2 ChgDp Zict.

Server Failure

Network Failure
Resource Exhaustion
Denial-of-Service Attack

vyvyVvyy

HEI RESL HAEX| SUACIIE HY AFAIZE M|~
Security Failureo|C}.

i

NE=2- e i}
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8. Understanding CIA with One System

StLtol st W | AlAE S MZisH 2 )

CIA Example
Security Failure Example
Confidentiality Unauthorized Disclosure CIE shdol Mg dgt
Integrity Unauthorized Modification SAXIL EX S HY
Availability Service Disruption SHAH0| M A|AEIO] M
oo

Same System
4
Different Security Objectives

4

Different Security Failures

StLt2| Asset = Confidentiality, Integrity, Availability 2FA 0| A 2+2} Ct27

2t
olct.
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9. Beyond CIA

CIA Triad= 7} 7| 2% 9l Security ObjectivesO|X|2t, DA B9 2 2 E Security Requirement£
M7= of -t

J1H o2 £Q5t F 7HX| 70| It

1

HELE AR AT RIRRIT?"E EOIBITY HEs2 Tt FHME LiSol| FHE = U0
Of Bic.
off:
> Is this really Alice? ool
» Did Alice send this message? Logging
» s this a trusted source? Audit Trail

Forensic Analysis
Nonrepudiation

vvyyvyy
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10. Authenticity

Authenticity = AFSX}, BIAIX] EE= HIO|E{2] EX{7} ME|E 4= U=X] &Ql5h= Ao|Ct

OlE E0f CHS HIAIX|E M2 =2 At

From: Administrator

Delete all user accounts

=
e

rlo

chg o 2t

ol
<0}
ok

» Mgt AdministratorZ} 2 Zd Q17?2
> OA|X|7} Al 2E == U= SourceOf| M gt=7t?
> ME YO I=E A2 ot Tt?

Authenticity = ©t&3| H|0|E{2| LHE0] otL|a}, T Cl|o|E{ 2t F=H|2| “ZIL|" & &elst=
Security ObjectiveO|C}.
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11. Accountability

User Action
I
Logging / Audit
4

Security Incident

1
Trace the Responsible Entity

Accountability= Ct2aF A =C)

Nonrepudiation
Deterrence

Fault Isolation
Intrusion Detection
Forensic Analysis

YyVYyVYYVYY
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12. Security Impact Levels

2 E Security Breach7} Z2 2| Ll E EA|7|= A ofL|C}.

FIPS 1990 M = Security Loss2| Q&2 M| BHAH| 2 EF6iC}.

Impact Levels

Level Impact

Low ZX|0|Lt ZHQlO| AH| K| BH& I T[S 7t el

Moderate ZX|9| 7|50|Lt RbAtof] A ZtSt TSIt ekl

High ZE|Q| #A 7|5, Rk ES AR &24547Lt
RIHH QI m|sH 7} LAl

|
0z
L

T2 2= Assetof| SUSHA HEZ5H= A 0| OfL|2}, Security FailureZ} 7t &
Impactof| et A& sl of sict.

HL
fo
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13. Example: Different Security Requirements

Assete| =22} SA0f| 2} & 25t Security Level = E2ta! o~ UL}
Asset Main Requirement Impact
Public Faculty Directory Confidentiality Low
Student Grade Information Confidentiality High
Patient Allergy Information Integrity High
University Public Website Availability Moderate
Critical Authentication Service Availability High

“OtH Security GoalO| 7}& =2 3517}?" = A|AEID} Assetdf| Lt} S}t
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14. Why is Computer Security Difficult?

Security Requirement XHX| & Ehedlf 2 QI

Confidentiality
Integrity
Authentication

Availability

SHX[2t 0| AA| A|AR0IM EFSH= A2 0f? o{”EC

J0|fe

ojo

o Zet

ZAHXH= 0f AFSER| 25t WeaknessE FH=C}.
Security Mechanism Mzt Ch 2 &5iC}
Mechanism& ofc|ofl M E&X|= ZH5HO0F Siot.
KeyQ} Z+2 Secret Information & 2|5 0F StC}.
Security2} Performance / Usability7} =&t 4= QIC}.

vyvVYyVYYVYyYy
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15. Attacker vs. Defender

Computer Security’= ZZ X} BHO{x} AFO|Q| K& X0l AMo|atn & 2 Uct.

=0

Defender
SZAXt= 435H7| 2IsH stLte| Weak- 2oixt= 7tsEt ZE SA ERE D
nessgt &OL= ElCt. 2{af{ of St
» One Vulnerability » Multiple Components
» One Misconfiguration » Multiple Users
» One Weak Password » Multiple Networks
» One Programming Error » Multiple Attack Paths

Attacker: Find one weakness

Defender: Protect all important paths

SZARN= StLte| F|ofH B Hote 4SS = UX| B, LO{ b= A|AE M E na{shof
3
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16. Security Is More Than an Algorithm

o
ro

Security Algorithm SHLIE AF25H= A0S Z QXS A|AHIO| El= A

rio
o
I
Il

3

2
i
in
2
oN
i)

Bt Encryption Algorithm 2 A2SIEEIE CHS 2X|7}F 2

= T

gk
1
30
ful

Encryption Key7} & %= QIC}.

Key Distribution0| Z2g = QICt.
Implementationoi| # 20| A2 = UCH
Authenticationo| 3|2 %= QIC}.
Protocol Designof| EX|7t US == UEE.

ME T M

AF2XF7} Security PolicyE 2 X| 952 4= QUCH

L= T

vvyvyvVYyVvYyy

Strong Algorithm
£

Secure System

Security= Algorithm £ ofL|2} Implementation, Key Management, Protocol, User, Sys-
tem Design M| 2| EX|0|C}.

17/83



17. Where Should Security Be Applied?

Security Mechanismg M7|5t F|oll= ofc|of| & X|= A3l of 5irt.

0| £ £0{ Network Security Mechanism & C}f5t 9IX|off HEE %= Ut

Application
[
Transport Layer
4
Network Layer
4

Link Layer

12
Physical Network

e

rlo

chaat

m

=y

o
ko
r

ofL LayerOf| A ES & Z{Q17}?

01= Network Point0i| Security DeviceE & Z2I7}?
End-to-End2 258 Z217}?

E7 Component3t 25 & Zi017t?

vvyyvyy
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18. Security Should Not Be an Afterthought

Security= A|AEIS 25 OIE 5

opx|afol| FIt5t= 7150] EoiM= oF Elct.

System Design

I

Implementation

I

Deployment

I
“Now, add Security”

inl
oy
rlo

HZ2 o33 2ot

rlo

Requirements — Design — Implementation — Deployment
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19. Security vs. Usability and Performance

St Security 7F 8tAF £ 2 User ExperienceE 2|0|51X| = Q4=Ct.

— Loi—

Security Mechanism& ct2nf 2

ro

Hgg ot

IIJIO
IIJII'I

% ek,

Additional Authentication
Encryption Overhead
Access Restrictions
Logging Overhead
Monitoring Cost

Additional User Procedures

vVvyvyYyy

et AX| AL M= B T o] 2 2510

Security <= Performance <= Usability <= Cost
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20. A Model for Computer Security

Computer SecurityE 2A1517] /5 Z 71X| 7|2 2012 Ho|stch.

Asset

I
Vulnerability

I
Threat

12
Attack

¥
Security Consequence

J2|1 o|E Eo|7] I3l

Countermeasure = Reduced Risk

Security Problem2 E4{8t Il = Asset, Vulnerability, Threat, Attack, Countermeasure,
RiskE &35l 0F iC}.

21/83




21. What is an Asset?

Asset2 Owner7} 2S5t X} 5t= System ResourceO|C}.

Computer System2| Asset2 37| ct21} 20| L= 4= UCt.

System Assets

Asset Type Examples
Hardware Computer, Storage Device, Network Equipment
Software Operating System, Applications, Utilities
Data Files, Databases, Password Files, Configuration
Communication Network Links, Routers, Communication Services

y
e
HOolo|M 25 CiAt2 Datalto| ofL|Ct. Hardware, Software, Network, Service =
St AssetO|C}.
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22. How Can an Asset Be Compromised?

AssetO = 24XV 0|2 4= U= Vulnerability7} Exi g 4= U}

Z X7} 0]215t VulnerabilityE 0|5, Asset2 37| Ct2 ot 22 Ao & %= QICt.
Possible Security Consequences
Problem Meaning Security Loss
Corrupted HEIL R HEE L A|AE]  Integrity
o] AR St
Leaky Unauthorized Userof|#| EE 7} Confidentiality
£
Unavailable System EEE ServiceE MAX S Availability

ZABE F els

Al
=]

]

o[o{& == ULt

C J
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23. What is a Vulnerability?

Vulnerability= A|AE|2| Design, Implementation, Operation EE&= Managementd]|
Z=Xl 5= Weaknesso|C}.

0| E £0{ Web ServerE A zt5l| 2 X}

SQL Injection Bug
Weak Password
Unpatched Software
Incorrect Access Control
Exposed Network Port
Default Configuration

vyVvyVYyVYYVYyYy

Vulnerability = A weakness that can be exploited

Vulnerability= Ot 32 Xkx|| 7t otL|2t, SAXIt o] 88

=

1
30
mr
=
>

m
lo

o
2
L
I}
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24. What is a Threat?

Threat= VulnerabilityZ 0| &304 Security Harm2 &HAA| 2 & U= ER| & Q1 2{8{o|ct.

Ol S0 22|xt Aol v|L ST AT EA dF 0] Ut W2is) =Rt

Administrator Account

I
Weak Password (1234)

I

Attacker may guess the password

I
Unauthorized Login may be possible

O}Z!l X7} AN 2 2 QI5HK| UUCEBHE, 25t H|UH S M 20]| Unauthorized Login
0| 7Hs38tCh= Threat7t XN ict.

Vulnerability= A|AEN| =XH5H= 2F& 0|10, Threat= 11 UF O Z Ql5| haish 5~
|

U ETH 9l EoIct BHARE O/ AX] HEO= FUSHB Atacko
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25. Threat Agent and Adversary

Threat Agent EE= Adversary= 222 8517 LE A|AEI0| /80| E/&= Entityo|C}.

Threat Agenti= CHFst SHENQ £~ QICH.

» External Hacker

» Malicious Insider

» Organized Criminal Group

» Competitor

» Hostile Organization

» Compromised Computer or Malware

Threat Agent
4
Exploits Vulnerability

4
Performs Attack

Threat= fI&l2| 7Hsd & 2|0[5ta, Threat Agent= 1 2 S &AM 2 2tSold =

Q= FRlo|ch,
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26. What is an Attack?

Attack2 A|AH Q| Security PolicyE |2t5t7| 9IaH 8 =
Threat
Potential danger

4
Threat Agent acts

4
Attack

Actual attempt

OE S

» Vulnerability: SQL Injection Bug
» Threat: ZZX}7| DatabaseE =&tet 7tsM

TN E
» Attack: &/A| SQL Injection Payload A&

Threat= 7Hs40|

1, Attack2 11 7Hs40| AH #se2 Al
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27. Active vs. Passive Attack

Attack2 A|AHEI0f| P&F2 == iAo 2} Active 2} Passive 2 Lts &= QJC}.

Active Attack Passive Attack

System Resource EE= System Opera- System ResourceE HZASIX| &1 ™
tiong MGt HE 2ESHAHL =Zl et

ol ofl:

» Data Modification » Eavesdropping

» Command Injection » Packet Sniffing

» Malware Execution » Traffic Observation

» Denial of Service » Information Collection

Active AttackE A|AEIS HSFA|F7| 1O, Passive AttackE
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28. Inside vs. Outside Attack

Attack2 22| Origin0| }2} Inside2} OutsideZEE 22 4~ QUCh.

Inside Attack Outside Attack

Security Perimeter LHE 2| Authorized Security Perimeter 52| Unauthorized
Entity7} #EtS 2+ SiCt. Entity7t SZStct.

of: ofl:

» Employee » Internet Attacker

» Administrator » Remote Hacker

» Authorized User » Botnet

» Contractor » External Organization

&4
Inside/Outside= 2ZAX}Ie| QX2 HSHE 7|FL 2 St= E=0|1, Active/Passive

ot= Eriel EFo|ch

 AOIBEOLHE | ntroduction to Cybersecurty s




29. Attack Classifications Can Be Combined

Active/Passive @} Inside/Outside’= M2 Ct2 7|Z2| 2&o0|C}.
metA stLte| 30| £ 230 SAlof sHREE = QUCt.

Example Origin Behavior

Employee modifies database Inside Active

Employee reads confidential Inside Passive

files

Remote attacker injects com- Outside Active

mands

Remote attacker sniffs traffic Outside Passive

e

Attack2 3tLte| 7| &= 20t EF 51X f=Ct. 22 9| OriginD} BehaviorE 2tz 249
8t % Qlct.
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30. What is a Countermeasure?

Countermeasure= Threat, Vulnerability EE= Attack2 £0|7| 2[5 H5H=chS
SEfo|ch

Countermeasure| SX2 37i| M| 7tx|2 & %= lct.

Prevent

4
Detect

4
Recover

L

Firewall

Access Control
Encryption
Authentication
Intrusion Detection
Backup and Recovery
Security Monitoring

YYVYVYVYYVYY

255t Prevention0| E7Hs8 = Y282 2, Detection} Recovery = Security2] 52
st Y=olct.
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31. Countermeasures Are Not Perfect

CountermeasureE X &&H 2 E Vulnerability 7} Al2tX|= ZH & ofL|Ch.

= R

Original Vulnerability
13
Countermeasure
13

Reduced Vulnerability

4
Residual Vulnerability

EE St Countermeasure XH|7F A 2 2 VulnerabilityS

off:

oHs £¢ ok

» Complex Authentication — User Workaround
» Security Software — New Software Bugs
» Centralized Security Server — Single Point of Failure

Security Mechanism &= A|AE|2| =H0|2 2 1 XA 7t M| 22 Attack Surface7} € £
UC}.
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32. What is Risk?

Risk= £7 Threat7} VulnerabilityZE 0| 23510 AN Z|sHE LA |Z JIsAM S o|o|stct.

HeH oz s chgnt 2ol M2te

= RiskE HEE M= F 7K E &

H 2Lt

2 JHs 0| HEEts AtEte| MYt AAE A|AHO|2HH Risk7t 0 S22 +

ULt
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33. Residual Risk

CountermeasureE X g

ok
4n
=2
tn
°
2

Initial Risk
4
Apply Countermeasures
4
Risk Reduced

1
Residual Risk

o
[l
il

o

I Security

r
1
I
FHl

rr

Risk =0

fllo
o

tE= A0| ofLfzat,

Risk — Acceptable Level

2 &0|= Ao|ch
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34, Putting the Concepts Together

RIZ7HX|2| 7HE S StLtef oM 2 A HS| = AL

Example: Administrator Account

Concept Example

Asset Administrator Account and Protected Data
Vulnerability Weak Password (1234)

Threat Attacker may guess the password and gain unau-

thorized access

Adversary Unauthorized External User

Attack Attacker actually enters 1234 and logs in

Consequence Unauthorized Access to Protected Data

Countermeasure Strong Password Policy, MFA, Login Attempt Limit-
ing

Residual Risk Password theft, user mistakes, or unknown vulner-

abilities may remain

ol

HAI
=

i

Vulnerability7} ZXH35+H 0|2 0|26t Threat7} gfMist &= @1, Adversary7} 0|2
Al 2 £33t Attacko| EICE Countermeasure= 0|2{5t RiskE Z£0|X|Qt 2tX S
H7Astx|E R %= Ut

35/83




35. Security Concept Flow

Computer Security2| 7|2 EE8 5tLte| =2 Me|sHH ct=2ak Zict

Owner
4
Values
4
Asset
13
Vulnerability
13
Threat
13
Attack
13
Possible Loss
1
Risk
4

Countermeasure

4
Reduced Risk
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36. From CIA to Security Analysis

Section 112 7HH 2 M2 S&/XQl Zo| ofL|ct.

CIA
What security property should be protected?
I
Asset
What should be protected?

13

Vulnerability / Threat / Attack

How can security be violated?
13

Countermeasure

How can the risk be reduced?

CIAE Security Goal2 H2|5+11, Asset-Threat-Countermeasure TtZ& Security Prob-
lemE A5t U g A ZBict.

==
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37. Security Thinking

What are the important assets?

Which CIA properties matter for each asset?
What vulnerabilities exist?

Who are the possible adversaries?

What attacks are possible?

What would be the impact?

What countermeasures can reduce the risk?
What residual risk remains?

1.
2.
3.
4.
5.
6.
7.
8.

Securityg 28 sIC

SAfBHe ARl HRE HO
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38. Example: Applying the Model to a Drone

2 Security Model 2 Cyber-Physical SystemO|| = 28t o~ QUC}|.

Drone Security Example

Concept Example
Asset GPS Position, Flight Command, Sensor Data
Security Goal Integrity, Availability, Authenticity
Vulnerability Unauthenticated Communication
Threat Attacker may inject false command
Attack Fake Command Injection
Impact Wrong Flight Path or Mission Failure
Countermeasure Authentication, Access Control, Anomaly Detection
. y,
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1.2 Threats and Attacks

How Can Security Be Violated?

Threat Consequences and Attack Types



1. From Security Goals to Security Violations

QH0j| M = Security Goalz} Threat, Attacke| 7|2 7HH S Am{ E Q|

O|X| AX|Z H ZF2| Security ConsequenceZ} 2 &t 4= QI=X| AT EC}.

Confidentiality
Integrity
Availability

U

How can these security properties be violated?

Z2 Threat ConsequenceE Y| 71X|2 EFsict.

» Unauthorized Disclosure
» Deception
» Disruption
» Usurpation
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2. Four Major Threat Consequences

Threat Consequences

Threat Consequence Meaning Related Goal
Unauthorized Disclosure Unauthorized Entity 7} Sensitive  Confidentiality
Dataof 2
Deception Authorized Entity7}| False Data&  Integrity
True Data2td LA =
Disruption System Service2} Function2| &  Availability / Integrity
o SEO| Yol =L SHE
Usurpation Unauthorized Entity 7} System  Integrity
Resourcelt} Function2] Control
=g e

CIAS| &4l2 MK A|AHI0|A 02 HEH2| Threat Consequence 2 LIEHL 5= QUCt
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3. Unauthorized Disclosure

Unauthorized Disclosure= &{7}=|X| 942 Entity 7} Sensitive Datadf| & 25+H= Z0|Ct.

0|&= Confidentialityoi| CH&t ThreatO|C}.

Attack Types

Attack Meaning

Exposure Sensitive DataZ} Unauthorized Entityd| Al =& =
=g

Interception X &2l Sensitive Data& Unauthorized Entity 7}
723

Inference XM Oo|E{E EX| 21 FH MEZ Sensitive
Informationg F2

Intrusion Security Protection2 2|5}+04 Sensitive Dataof|
N
832

a4

Unauthorized Disclosure2| g{Al2 “H 04 OF |= & HJ} Unauthorized Entityof| #| 2

#{X|= A"0lct.
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4. Example: Unauthorized Disclosure

Zt Attack Type & ZHHSh OIM| 2 28 ChZaF 2Tt

» Exposure
stM oI H mplo| Al5=2Z Public Websiteol] 27l =
> Interception
2 AX7F Network Trafficg 7FEXH PasswordLt Message& 212

» Inference
oS 5tE Traffice| 2ot EA1 D&

[}

3

=

fjo

o
I

rol
[lfol

152 3=

1
i

210 =s
» Intrusion
24 X}7} Access ControlE £ 3|5H09 Private Fileo]] 2 &t

Zat= 2 = Confidentiality LossO|X|0F O MEIF =& 5= Al M2 cl=Ct.
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5. Deception

Deception2 Authorized Entity 7} False Data& True Data2td LA St== ZO|Ct.

0|= =2 Data Integrity2} System Integrity®{| CH &t ThreatO|Ct.

Attack Types

Attack Meaning

Masquerade Unauthorized Entity 7} Authorized Entity @l Zd X &
s

Falsification HAH|O|E{E HZASIHL} False DataE Ao

Repudiation XtAlo| =SSt ActionOf| CHEE QS HAI2 = HOl

Deception| BHAlS “JIME ZIMatD LA gh== A7o|ch,
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6. Example: Deception

>

Masquerade
S AXT}F ELF S IDQ) Password 2 A AL XA E 2901

Falsification
StMo| AtAl2] GradeE BAIM A+2 HHA

Repudiation
AEXIL AN= HH
‘L= 8 Hy@g 29 X0

2t £2l

mjo
HI
T

Deception2 Identity, Data, Action2| X E =0|= 240t AZ=ICt
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7. Disruption

Disruption2 System ServicelLt Function2| MAIM Ol SXtS 8H6l|5HHLE SEA|F | =
Zojlct.

=2 Availability2} System Integrityl| Q&2 Zc}.

Attack Types

Attack Meaning

Incapacitation System ComponentZ H|&A5l5t0]1 MAF S&tg
E7ts35H &

Corruption System FunctionO|L} Data& HHZASI0] o =5}X|
%2 s3tg Y

Obstruction System Operation 2 &}5{5+0{ Service DeliveryS
of 7 &

Disruption@| BiAl2 “A|AHIO| MAIM o2 SAFSIX| 2517 Bl== ZA70|Ct.

46/83



8. Example: Disruption

» Incapacitation
MalwareZ} Server& CrashA|7 MH|AE &5 SCH

» Corruption
SAXEIL System Configuration S #1Z4610{ Systemo| &R SxSI= S Tt

&N

» Obstruction
=St Traffice 2 A7 AN AFZ XET} Servicedf| H 25HK| 25| &t

Excessive Traffic

¢

System Overload

¢

Normal Service Unavailable
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9. Usurpation

z40|ch,

0|= F=2Z System Integrityol| CH &t Threato|C}.

Attack Types

Attack Meaning

Misappropriation System ResourceZ Unauthorized S| RtAlo| =
o=z AR

Misuse System ComponentLt Function2 Securitydi| s 2

2 WO Al

SZAXZECHE AFEALS| ComputerE Z@A[# DDoS Bot2 2 AE BTt

= CPU, Network, OS Resource £ UnauthorizedS}7| AF23SH= Misappropriation
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10. Putting the Threat Consequences Together

Consequence Simple Meaning Representative Attacks

2o of

(e

tn

Unauthorized Disclosure ME

i

|= Alzto| & Exposure, Interception, Infer-
ence, Intrusion

Deception JIRE RIRELTD 2| oS Masquerade, Falsification, Repu-
diation

Disruption Systeme| HA S&t2 s Incapacitation, Corruption, Ob-
struction

Usurpation System2| ResourceL} Control€  Misappropriation, Misuse

tih Ot =
SHAI
=|a

Attacke| X & Ol gt e ClokstX|at, 1 Z b= Confidentiality, Integrity, Availability
9| &4l2 AZAEICE
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11. One More View: Passive vs. Active

Network AttackE 37| Passivel} ActiveE2E L& 4= UL

Passive Attack Active Attack

System ResourceE HZASIK| o411 & DataL} System OperationE AIXMZE H
HE BT A5t sl Bt

» Message Eavesdropping Replay

» Traffic Analysis Masquerade

Message Modification

DetectionO| {& 7| [ 20f| =Z Pre- Denial of Service

vention0| = Q35}Ct.

vvyyvyy

Detection} Recovery7} & 35}C}.
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1.4 Security Design Principles

How Should We Design
a Secure System?

Fundamental Principles for Security



1. Why Do We Need Security Design Principles?

2HHSIA| 2 E Security FlawE M| 7St 7| B 2 Ex{otX| t=Ct.

IL}2}A] Secure System 2 A 7| &t o 2ot & 7| =& Q1 Design Principle0| Z 23}ict.

Security Requirements

I

Security Mechanisms

I
How should we design them?

I
Security Design Principles

Security Design Principle £& Security Product7} OfL|2}, QFMEE A|ARIS M A 5t
7| *I8t 7|28l At IF|o|ct.

g
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2. Fundamental Security Design Principles

CHE X 9l Security Design Principle2 CS D} ZCt.

» Economy of Mechanism » Psychological Acceptability
» Fail-Safe Defaults » Isolation

» Complete Mediation » Encapsulation

» Open Design » Modularity

» Separation of Privilege » Layering

» Least Privilege » Least Astonishment

>

Least Common Mechanism

52/83




Security Mechanism2 7Hs 8t St &t10 Cha=otA| A 7|8l of Stct.

S AIAHOM =

Cf B2 BugZt YAME % UD
Of| A+5HX| 28t InteractionO| gWE' £ Qlond,
Security Verification0| 024/ X| 11

y
SX| 242} Configuration = E&tsH| ZIC}.

vvyVvYyy

More Complexity
{

More Possible Mistakes

I

More Potential Vulnerabilities

2 25t ComplexityE £0|™ Security Mechanism& o|afistn

ol

171 #lglzlct.
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4. Example: Economy of Mechanism

ZtEESE Authentication System S M zEsH £ X}

User Credential
I
Authentication
4
Allow / Deny

0§70l A% oi| 2= el 7|50| FIHEICtn MZisH 2 At

» Legacy Login

» Temporary Login

» Administrator Bypass

» Compatibility Mode

» Multiple Recovery Paths

7150| botE =5 o 45IX| R8t Security Bypass7t Hl e JHsH = SIS0

Securitydil M| EE Q8 Complexity= 11 XX 2 RiskE Z7IA|1Z = UCt.
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5. Fail-Safe Defaults

Access ControlQ| 7| £ AtEH = PermissionO| O}L|2} Denial0|0{Of StC}.

JlExos 2% 585tn 2

K| ™ ST}

Default = Allow
Block Alice
Block Bob
Block Eve

J|2xoz o= HE
£ X|gsetct.

Default = Deny
Allow Professor
Allow Administrator

HA|HM o= F{ 5 K| 4L Access=

JlEsoz ML

E|0fof BiCt.




6. Why is Default Deny Safer?

AFo|Lt FHOIM A7 BTt W2ish EAL

Failure Behavior

Design Possible Failure

Default Allow XpChs OF & AFRAFE tHRec2| 8 Unauthorized Ac-
cess7t 5188 & US

Default Deny & &5l0F & AFRX}ES titcc2| ™ Authorized Access
tARE

Unauthorized Access
vs.

Temporary Access Failure

SA7L LBt o 2 Security ZHE 0| = ©f 2@ Bt Failureo|Ct.

Fail-Safe Defaultsi= A|A810] MTf5IE{atE 7hs 3t 8t OFM B AlEl = MIjste=
Alst= fi=lo|ch
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7. Complete Mediation

= Resource Access+ Access Control Mechanismoi| 2|5l &H21=|0{0} StC.

User
I

Access Request

I

Permission Check

4

Resource

XM st Mot EQlst= 20| OfL|2t Access 7t 2

g
2
M
o
o
E)
for
o
A

“Previously allowed”2t= O| ROt Z SAH 2| AccessE XSO 2 F{3HAM = 2t =}
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8. Example: Complete Mediation

AFRI7}Fileg 41 UCHD MZISHE X}

10:00 Permission Check — Allow
10:01 File Access
10:02 File Access
10:03 Administrator revokes permission

10:04 File Access — ?

Complete Mediation Zl0f| A= HZ Sl Permission0| 0| & AccessOi| HHQ3=|0{0F SiCt.

FX|2F MK A|AEI0| A= PerformanceE 2|5H Cachel} Sessiong AFRSH7| M 20|
t Hgo| ol g £ ot

0

Trade-off

Complete Mediation2 SecurityE Zt5}51HX| 3, B E AccessE HHEX O 2 ZHAlSHE
Performance Overhead 7} 2tAi &t o~ QIC},
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9. Open Design

Security Mechanism2| 2tM 42 Design AtM| & &7|= Aol &l EsfM= ¢F ElCt

CHEZX QI of| 7} CryptographyO|C}.

Encryption Algorithm
Public

Encryption Key

Secret

Algorithm0| Z7H=|0{ L0{ & Key €10|= Security 7+ i X| X| Qfofok EC}.

Security by Obscurityol| o|&&t7|2rt, ZIHXQl HEo| = 2HX §t Design 2 AtE3H O}
Btet
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10. Separation of Privilege

CHEZX Q1 of| 7} Multi-Factor AuthenticationO|C}.

Password

+

Security Token / Smartphone

I

Access Granted

StLES| Credentialo] SEE|0{E SA| S 25t Resourcedl| H25HK| 25}4A| St}

Z 28 ABH stLte] ZAO|LE BHLte| Privilegeoi|BF O Z5X| o=C.
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11. Least Privilege

User@} Process= AHAlQ| Ztdof| = 28t &| A 5H2| Privilege 3t 7Hx{ of B}

Read Own Grade

ChE detix| 2 2= it

Read All Students’ Grades
Modify Grades

Delete Grades

Manage User Accounts

Z Q3X| 242 Privilege £ X|7{5}H, AccountL} Process7t 2ZAEM S ol gaist o~
e Olsi= E0{EC
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12. Least Privilege Over Time

Least Privilege= At &

Normal Work

I

Normal Privilege

Administrative Task
U

Temporary Elevated Privilege

Task Finished
3

Privilege Removed

Administrator2td s &Haf

0>
Hir
ro
X
<
&
®
Hu
bal
©
_al
T
ko
rr
£
u)

Privilege= &8 AFZ X0 A|, =5 &
Zo| =I5t
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13. Least Common Mechanism

012{ UserL} Process7t 252 2 AI235tH= Mechanism}f ResourceE 7+ 6t £010F S}

Separated
User A User A — Resource A
U
e REseues User B — Resource B
i 2= 95t Shared PathE =2 £ QUCh
User B
St AFEXte| @ S0| CHE AR X0l 7|
HdeE £ 7tsMol UL

EZ 235 Sharing2 Z=0|™ AL X} AL0| Q] of| AbSHK| 235t Security Interaction & Z0{
=
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14. Psychological Acceptability

Security Mechanism2 AF2XI7} A2 AL2E £ US M= 2 #He|sl|of sict.

2ok HMo| X|LX|H SEStHL £H5HH

Complex Security Policy

i
User Frustration

1

Security Workaround

4
Weaker Security

0| & S0 X|LIX|H| =& Password Policy IH 201 AF2XI7t Password S Zo|of| Mo{S
= ch

AF2X}7} Security Mechanism2 &|5HX| &4 =2 Security2} UsabilityZ €Al Da{al
Of StC}.
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15. Isolation

Z= Q3 Resourcel} Process= CHE A|AHIO|LF A2 X2 EE| 22|53l of St}
Isolation2 012 =FoM MEE %= Uct.
» Public Systemz} Critical System 22|

» User ZF Process / Memory / File 22|
» Security Mechanism} KeyE tt Application0|A £2]

Public System

Isolation Boundary

Critical System

65/83



16. Example: Isolation

Operating System 2| Process Isolation 2 A 2l £ X},

Process A

Memory Space A
Isolation Boundary

Process B

Memory Space B

EAFE 0| AFSH0f| M &= Process AZ} Process B2| Memory S OFSCHE AL £ E
O-il:_l-_
HA

2 22| = Network SegmentationO|L} Virtual Machine Isolation0| = M= 4= QlC}.

Isolation Security BoundaryZ QS04 Attack2| EHAt Q| E K| StatCt.
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17. Encapsulation

Encapsulation2 Data?} ProcedureE stLte] ES & 9391 Qlof| S HHAlo|ct.

Protected Subsystem
Internal Data

Internal Procedures

i)

Designated Interface

t

External Application

External Application2 Li & Datadfl 21& & ZotX| 410 Ml Zl InterfaceE SafiA{ 2t
7ls€ A8t
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18. Modularity

Security Function2 7Hs 8t 8t 52X ¢l Module 2 M7|5H= Zi0| &Ct.
OlE S04 042 Application0| ZtZt Cryptographic Functiong 3 St M 2ty

Application A — Crypto A
Application B — Crypto B

Application C — Crypto C

0| A< ztzto| Crypto Implementationg 2F AS5tD | X E5)0f 8t

i R

2 Security Function0] 042{ 320i| S5 & =|H Bug®t Configuration Error7t S7+&
o
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19. Example: Modular Security Design

Security Function2 stLte| AZEl Module2 S+ %= QlCt.

Application A
Application B
Application C

N

Trusted Cryptographic Module

olzfet 7zl e g 2t

k2| Security Moduleof] ZE 2 E&& 4 UCh
Z=5| Security CodeE &Y 2= QIC}.

Security UpdateE &7 Mg 4= UCt.

MEL Algorithme 2 WH|5t7| &lct.

vyvyyvyy

Modularity& Security Functiong SE XS 2 MAI5t0] 245, RAIEs, YI8o|=8
&7 etect
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20. Layering

Shete] Security MechanismBre 2 | A|AE]

042{ Security Mechanism2 ZXA AI25t= 70| HIZEEISC]

Internet
12
Firewall

4

Intrusion Detection

1
Authentication

i

Access Control

4
Protected Resource

StLbe| Protection Layer7b AliSH = CHE Layer7t FIHEQl Y02 XM ZSIEE MA|
Ei=
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21. Defense in Depth

Layering2 Security0f| A= Defense in Depth2t 1= S EcC}.

Attacker
4
Layer 1: Firewall

4

Layer 2: Authentication
I

Layer 3: Access Control
4

Layer 4: Application Security

4

Layer 5: Data Protection

2 AKX} 5HLte| LayerE 2 8|5HEEHE CFHE Security Control 2 CHA| S1t3H OF St}

Defense in Depth= Single Point of Security Failureof| 2| =35}X| g4=C}.
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0|2 S0 £ 5t DatabaseE B S 5ict

Kl
124
N
K
[
k]

Internet

13

Firewall

1
VPN

13
User Authentication

I

Role-Based Access Control

13

Database Authentication

12
Encrypted Database

ZZR}7} Firewallg L3|$CtD siA BHE2 Databaseof| H 28 4= U= AL ofu|c.

Layering2 2}42}t2| MechanismO| 2tE{3ICt 74FESHA| @=Lt ZF Mechanism 2| Alaf
Jts4de M= ofe] YojMe Ect
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23. Least Astonishment

Systemd} User Interface’= AR X7} Off AF

o

te wAlo = SafE)of Bict.
E3] Security Setting2 AF2XI7} 2 X o 2 0|5 & 4~ Uo{of sict.
O£ S0 AL X7t File2

Private

CIE AIRt2 O] File & % UK

X SEE o218t 7|CHet YX|5HOF Bt

Security Mechanism2| SZto| AbgXte| 7|ciet ct=2™ R El Security Decision 1t
Configuration ErrorE &gt &~ Qlct.
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24. Psychological Acceptability vs. Least Astonishment

Usability-related Principles

Principle Main Idea

Psychological Acceptability Security MechanismO| X|LtX|AH| EE3510] ALK}
7t E|5tLt B2 EISHR| 4= BiCh

Least Astonishment Security MechanismO| AF2X}7} of| Al5H= BiAlS
2 HAHOZ SHTI=S Bif

Easy to Use

+

Easy to Understand

HE

Secure System2 7| =X Z otxeh ¥ OfL|2} ALZXIIt SHIZA| ALY = UEF
7| =|ofof Bic.
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25. Comparing Similar Principles

2 Principle M2 H|=8H 20| X|2F =&0| CI=C}.

Similar but Different

Principle Main Focus

Least Privilege 2} User [ Process7t 7K = ABHES Z| A5

Separation of Privilege =t AccessOf| 042] =HO|L} PrivilegeE 2+

Least Common Mechanism 02{ User7} 2/35t= Mechanismg = A3}

Isolation System, Process, Resource AFO|0f| Security Bound-
ayE By

Encapsulation Protected Resourced|| X|A =l InterfaceE S A]
Bt H2

Modularity Security Function2 S& &2l ModuleZ 74

Layering 0424 Security MechanismE AXN ALE

L J
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26. Applying the Principles to One System

Student Information System2 Of| 2 A4

Complete Mediation
Separation of Privilege
Isolation

Layering

Psychological Acceptability

Principle Example
Fail-Safe Defaults 712X o Z Student Record M2 Deny
Least Privilege SHAHS RpAlS| MEOF ¥t Jls

Record Z 2 Al Permission2 ol
Zt2| X} Logindl]| MFA M &
Public Web Server2} Student DatabaseE £2|

Firewall + Authentication + Access Control A}

A X}2L 0|33 | 4|2 Security Procedure M| 2

SHLF2| Secure SystemOf| = 0321 Security Design Principle0| SA|of| M =IC}.
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27. Applying the Principles to a Drone System

Z+2 Principle€ Cyber-Physical System0i| = & 2 =IC}.

Drone Security Example

Principle Example
Least Privilege ROS2 NodeZ} Z 26t TopicH| 2t HZ
Fail-Safe Defaults OIEZ|X| 42 Command= 7|EX o=z HE
Isolation Flight Controller2} External NetworkE £2|
Modularity Security MonitoringE 8 = ModuleZ 74
Layering Communication Authentication + Access Control +
Anomaly Detection H&

Complete Mediation =28 Command l&otct Authorization &l

-
&

Security Design Principle2 WebO|L} Server& OfL|2} Robot, Drone, Autonomous Sys-
temol| = SYSHH =28 4 ULk
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28. The Most Important Principles

2 Principleg2 27|57 | 2t CHE A A QI A1 E 7|Y5H= A0| SL5ICt.
> Keep it simple Economy of Mechanism
» Deny by default Fail-Safe Defaults
» Check every access Complete Mediation
» Do not rely on secret design Open Design
»> Give only necessary privilege Least Privilege
» Separate critical resources Isolation
» Use multiple protection layers Layering / Defense in Depth

Security Design Principle 2 Attack2 3L BH= 70| OfL|2}, F 24X 0| M2 Jts
dot 3H d3el QS FRHLZ F0|= LHo|Ct
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29. Security Principles and Risk

Security Design Principle2] 2=2& 90l 2X 2 RiskE £0|= Zo|ct.

Good Security Design
4

Fewer Vulnerabilities
I

Smaller Attack Surface

4
Limited Attack Impact

4
Reduced Risk

Of| & £0{ Least Privilege= 22 XM S &4l 2tX|= R6tC

&HX|8F Account} Compromise SIS T BZXIZE ALBE 4 U= ABtat To HAS
R staict.

F2 Security Design® B 7H5 4 F0l= 2 ohLieh, BZHol ¥TYE we| Tl
= xsteict.
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30. Summary (1)

Fundamental Security Design Principle2 Secure System& M7|5t7| 9|6t 7|2 K =lo|C}.

Economy of Mechanism
Fail-Safe Defaults
Complete Mediation

Open Design

Separation of Privilege
Least Privilege

Least Common Mechanism
Psychological Acceptability

VVVYyVYVYYVYYVYY

=7|9| Security PrincipleE& th=M, ot™SH 7|27, Access Control, Privilege Man-
agementE Z=GiCt.
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FIMM o2 k2t 22 System Architecture 21%/0] 23}t

>
>
>
>
>

Isolation
Encapsulation
Modularity
Layering

Least Astonishment

Secure System2 tLto| Zt2{ 5t Security Mechanism2 2 SHS0{X|= Zo| ofL|z},

Z2 Design Principle2 Al

Simple

Minimal Privilege

Separated

Modular

Layered

Understandable

B MAol| HBEto =M PHS0{ZICt
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32. A Question to Ask When Designing Security

MZ2 Security Systemg £ I ct2 HES 2 = ULt

Is the design unnecessarily complex?

What happens by default?

Is every important access checked?

Does the system rely on hidden design?

Does each user have only necessary privileges?

Are critical components properly isolated?

What happens if one Security Mechanism fails?

Can users understand and correctly use the mechanism?

>
>
>
>
>
>
>
>

Security Design Principle “0O| A|AHIS

22 Hi3ro Eot
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33. Bridge to the Next Section

K| 27X = Secure System 2 O AR 2 =Z M7|sHOf St=X| AT 2 QUL

]

Mo
o
fiok

a4 SAX Ao M= E of + ULt

T

Where can | attack?

= A AHIO=E SHXIEEIE 5 A= 042 Attack Surface7t ZRH B}

1]
-

C}S SectionO|AM = Attack Surfacel} Attack TreeE 0|50 24 75t 42
XMoo=z EMBICY.
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Thank You

Questions?



