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1. How This Course Works

Online Lecture Offline Class
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Security Principles
Cryptography
Access Control

> Vulnerability Analysis
>

>

» Operating System Security

>

>

CVE

Offensive Security

loT / Embedded Systems
Security Research

vvyyvyyvyy

Network Security
Software Security
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2. Main Textbook

Main Textbook
Computer Security: Principles and Practice
William Stallings and Lawrie Brown

3rd Edition
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Course Principle
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3. Offline Class: First Stage
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4, Offline Class: From Practice to Research
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Practical Security Problem

4
Why is this difficult?

I

How can we analyze it more effectively?

I

Security Research
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Firmware Analysis

Vulnerability Discovery

Fuzzing

Embedded / loT Security

Systems Security
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5. Offline
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6. From Practice to Research
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Learn an Attack

4
Understand the Vulnerability

1

Reproduce or Analyze It

4
Ask New Questions

1

Research Idea

Research Direction
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7. Embedded and loT Security
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Hardware Interfaces

UART / JTAG / SWD

Firmware Extraction

Firmware Reverse Engineering
Network and Protocol Analysis
Vulnerability Discovery
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8. Connection to Robot and Autonomous Sys

Embedded Security2} Offensive Securityol|A{ HH 2 L{ &
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Hardware / Firmware

4
Operating System / Software
3
Network / Protocol
3
Robot / UAV / Autonomous System
3
Cybersecurity
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9. Beyond the Classroom
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Cybersecurity Fundamentals
4
Vulnerability / CVE Analysis
3
Security Papers
3

Hands-on Analysis

4
78ResearchLab Security Training
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10. The Overall Learning Path

Textbook and Online Lectures
Security Fundamentals
U
Practical Security Cases
Blogs / CVEs / Vulnerability Analysis
U
Advanced Security Research
Papers / Advanced Techniques
U
Hands-on Project
Reproduction / Analysis / Implementation

I

Research or Industry Training
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Let’s Get Started

Computer Security

Principles, Attacks, and Real-World Systems



Thank You

Questions?



